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Many industrial products are based on the use of embedded computer systems. Usually, these systems have to fulfill real—
time requirements, and correct system functionality depends on their logical correctness as well as on their temporal cor-
rectness. Therefore, the developed systems have to be thoroughly tested in order to detect existing deficiencies in temporal
behavior, as well as to strengthen the confidence in temporal correctness.

Existing test methods are not specialized in the examination of temporal correctness. For this reason, new test methods are
required which concentrate on determining whether the system violates its specified timing constraints. Normally, a viola-
tion means that outputs are produced to early, or their computation takes to long. The task of the tester therefore is to find
the input situations with the longest or shortest execution times, in order to check whether they produce a temporal error.
It is virtually impossible to find such inputs by analyzing and testing the temporal behavior of complex systems manually.
However, if the search for such inputs is interpreted as a problem of optimization, evolutionary computation can be used
to find the inputs with the longest or shortest execution times. This search for accurate test data by means of evolutionary
computation is called evolutionary testing.

Experiments using evolutionary testing on a number of real world programs have successfully identified new longer and
shorter execution times than had been found using other testing techniques. Evolutionary testing, therefore, seems to be a
promising approach for the verification of timing constraints.

For the optimization we employed extended Evolutionary Algorithms. This includes the use of multiple subpopulation,
each using a different search strategy. Additionally, competition for limited resources between these subpopulation have
taken place, providing an efficient distribution of the resources.

1 Testing Real-Time Systems

In real-time computing the correctness of the system does not only depend on the logical result of the computation, but also
on the time when the results are produced. Real-time systems play an important role in our life, and they cover a spectrum
from the very simple to the very complex. Examples of current real-time systems include applications from the field of
aerospace, automotive, and railway electronics. These are often safety—relevant systems which, in case of error, can cause
considerable material damage or can even endanger human lives. At present, there is still a lack of suitable methods and
tools for the development of real-time systems which permit a coherent treatment of correctness, timeliness, and fault toler-
ance in large scale distributed computations. For this reason, real-time system design is mostly done unsystematically, and
timing constraints are verified with ad hoc techniques, or with costly and extensive simulations (cf. [[9]).

Testing is one of the most complex and time-consuming activities within the development of real-time systems[ 7], It typi-
cally consumes 50 % of the overall development effort and budget since embedded systems are much more difficult to test
than conventional software systems ([5_ ]-_,' [9-_]-,_: [2-_]-,_: [2-_?:_]-} The examination of additional requirements like timeliness, simulta-
neity, and predictability make the test costly. In addition, testing is complicated by technical characteristics like the devel-
opment in host-target environments, the strong connection with the system environment, the frequent use of parallelism, dis-

tribution and fault-tolerance mechanisms, as well as the utilization of simulators.

Nevertheless, systematic testing is an inevitable part of the verification and validation process for software-based systems.
Testing is the only method that allows a thorough examination of the test object’s run-time behavior in the actual application
environment. Dynamic aspects like the duration of computations, the memory actually needed during program execution, or
the synchronization of parallel processes are especially important for the correct functioning of real-time systems.

Testing is aimed at finding errors in the systems and giving confidence in their correct behavior by executing the test object
with selected inputs. For testing real-time systems, the examination of the logical system behavior alone is not sufficient.
Additionally, real-time systems must be tested for compliance with their timing constraints.

An investigation of existing software test methods shows that a number of proven functional and structural test methods are
available for examining logical correctness. For functional tests, test cases are derived from the requirements specification.
A functional test procedure, for example, is the classification-tree method [4]; which has already been used successfully for
the functional test of different real-time systems from various application fields {5]; When using structure-oriented test
methods, test cases are determined on the basis of the program code. The aim of the test is to obtain a high coverage accord-
ing to the selected test criterion, e.g. statement or branch coverage. An important principal disadvantage of structural testing

Pohlheim, H. and Wegener, J.: Testing the Temporal Behavior of Real-Time Software Modules using Extended Evolutionary Algorithms.
full paper of the published poster paper: Banzhaf, W. (ed.): GECCO'99 - Proceedings of the Genetic and Evolutionary Computation Conference, San
Francisco, CA: Morgan Kaufmann, p. 1795, 1999.



page 2

is that the tester cannot check whether all specified requirements have been implemented into the system. Additionally, the
tester must take into account that an instrumentation of the test object to monitor program execution may change the run-
time characteristics of the program. Probe effects, i.e. deviations from the real system behavior are possible. Furthermore,
the program under test may no longer fit into the target machine if the code is expanded to monitor execution 8]

For examining temporal correctness there are no specialized test methods available which are suited for industrial use {231
For this reason, we have developed and examined a new approach for testing temporal behavior which is based on the use of
evolutionary algorithms, namely evolutionary testing. Our work investigates the effectiveness of evolutionary algorithms to
validate the temporal correctness of embedded systems by establishing the maximum and minimum execution times. Good
results have been achieved in our experiments.

Section Qicontains an overview of evolutionary testing and describes how it is applied to examine the temporal behavior of
real-time systems. The results of several experiments will be described and discussed in Section 3.1Section 4 gives conclud-
ing remarks and a short outlook on current and future work.

2 Evolutionary Testing

The major objective of testing is to find errors. Real-time systems are tested for logical correctness by standard testing tech-
niques such as the classification-tree method [5_ ]-_4' A common definition of a real-time system is that it must deliver the result
within a specified time interval and this adds an extra dimension to the validation of such systems, namely that their tempo-
ral correctness must be checked.

The temporal behavior of real-time systems is defective when input situations exist in such a manner that their computation
violates the specified timing constraints. In general, this means that outputs are produced too early or their computation takes
too long. The task of the tester therefore is to find the input situations with the shortest or longest execution times to check
whether they produce a temporal error.

The search for the shortest and longest execution times can be regarded as an optimization problem to which Evolutionary
Algorithms seem an appropriate solution.

2.1 Investigation of search space

In contrast to other optimization methods, evolutionary algorithms are particularly suited for problems involving large num-
bers of variables and complex input domains. Even for non-linear and poorly understood search spaces evolutionary algo-
rithms have been used successfully {23].

With the exception of very simple real-time systems, the temporal behavior always forms a very complex multi-dimensional
search space with many plateaus and discontinuities, because the execution times for several input data executing the same
program path are identical; whereas the execution of different program paths leads to irregular changes of the execution
times. Two examples are provided in figure E
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Figure 1:  Visualization of execution times for a very small area of the search space of two software systems; left: Bubblesort algo-
rithm - variation of two variables (out of 500 variables), right: feature extraction - variation of just one variable (out of
more than 800 variables)
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2.2 Application of Evolutionary Algorithms

When using evolutionary testing for determining the shortest and longest execution times of test objects, each individual of
the population represents a test datum with which the system under test is executed. In our experiments the initial population
is generated at random. In principle, if test data has been obtained by a systematic test, these could also be used as an initial
population. Thus, the evolutionary approach benefits from the tester's knowledge of the system under test.

For every test datum, the execution time is measured. Afterwards, the population is sorted according to the execution times
determined. The fitness assigned to each individual depends only on its position in the individuals rank and not on the actual
execution time. This rank-based fitness assignment overcomes some problems which apply to the proportional fitness as-
signment, and behaves in a more robust manner than the proportional fitness assignment [24]: In this way, the execution
time for each test datum determines its fitness value. If one searches for the worst-case execution time, test data with long
execution times obtain high fitness values. Conversely, when searching for the best-case execution time, individuals with
short execution times obtain high fitness values.

Members of the population are selected with regard to their fitness and subjected to recombination and mutation to generate
new test data. By means of selection, it is decided which test data are chosen for reproduction. In order to retain the diversity
of the population, and to avoid a rapid convergence towards a local optimum, a moderate selective pressure was applied. In

our experiments, we used stochastic universal sampling [1] as selection method.

For the recombination of test data, two recombination methods are applied:

e discrete recombination [l_ét]jand
¢ multi-point recombination (an extension of two-point crossover).

For mutation we also employed multiple methods: L
e integer mutation using different range and precision parameters (an integer version of the mutation operator of { 14]}
and
e swap mutation using different ranges (exchange/swap of variables inside one individual, the range defines how far
away from each other the variables are to be exchanged).

The probability of mutating variables of an individual is set to be inversely proportional to its number of variables. The more
dimensions one individual has, the smaller the mutation probability for each single variable. Correspondingly, for each vari-
able, the mutation probability is 1/number of variables.

Afterwards it has to be checked if the generated test data are in the input domain of the test object. Invalid data are read-
justed. The individuals produced are then evaluated by executing the test object with them and measuring the execution
times.

The new individuals are united with the previous generation to form a new population according to the reinsertion proce-
dures laid down. We apply a reinsertion strategy with a generation gap of 90% (that means, just 90% offspring are pro-
duced). The next generation therefore contains 90% offspring and 10% parents. Thus, the best parents from the previous
generation survive.

Figure ::1}shows the structure of the evolutionary algorithm employed.

We also introduce an extended population model inside our evolutionary algorithms. Besides using multiple subpopulation
(regional population model or migration model) and migration, every subpopulation employed different evolutionary pa-
rameters (multiple strategies). Competition between
the subpopulation takes place every couple of gen-
erations. Successful subpopulation receive more
individuals, other subpopulation shrink in size.
Thus, an automatic distribution of resources takes
place.

For a detailed discussion of the mentioned Evolu-
tionary Algorithms and the introduced extensions
see [T6T1 The Genetic and Evolutionary Algorithm
Toolb6X for use with Matlab - GEATbx {15]icon-
tains an implementation of these methods and was
used for the experiments.

The evolutionary process repeats itself, starting
with selection, until a given stopping condition is
reached, e.g. a certain number of generations is
reached, or an execution time is found which is out-
side the specified timing constraints. In this case, a
temporal error is detected and the test is successful.
If all the times found meet the timing constraints

Figure 1:  Structure of the extended Evolutionary Algorithm used
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specified for the system under test, confidence in the temporal correctness of the system is substantiated. However, in this
case it becomes considerably more difficult to decide when the test should be terminated in order to establish sufficient con-
fidence in the temporal correctness of the test object. Therefore, DaimlerChrysler Research and Technology and the Stanford
University are currently working on developing suitable stopping criteria [‘2'1]

Evolutionary testing enables a totally automated search for extreme executlon tlmes The test especially benefits from the
fact that test evaluation concerning temporal behavior is usually trivial. Contrary to logical behavior, the same timing con-
straints apply to large numbers of input situations.

In the experiments presented in the following section, evolutionary testing was stopped after a predefined number of genera-
tions, specified according to the complexity of the test objects with respect to number of input parameters and lines of code.

For a longer description of the used algorithms and methods consider one of the many available publications (cf. [:'_1-_2-_]3_',

2.3 Testing temporal system behavior

We have used Evolutionary Algorithms in several experiments to determine the shortest and longest execution times of dif-
ferent systems. For the measurement of the execution times two implementations were used:

1. The performance measurement tool Quantify ifj_]-_.'was used to measure execution times. The experiments described were
carried out on a SPARCStation 20 running with 200 MHz under Solaris 2.5. The duration of executions was measured in
processor cycles to rule out overheads by the operating system. Thus, the execution times reported were the same for re-
peated runs with identical parameters.

Using this method, the example system bubblesort was examined.

2. The execution times were determined using hardware timers of the target system. The hardware timer is started before
executing the test datum and returns the time value directly after the execution finishes.
On the target system we tested software modules from a current motor control project.

In Figure ._2- an overview of the integration between Evolutlonary Algorithm and the time measurement equipment is given.
The scheme is similar for both methods described. In Figure 2 I‘[he second variant using a hardware timer of the target system
is depicted.

automatic generation of test data by
Evolutionary Algorithms (host)

Reinsertion

test execution with automatic measurement
of execution times on the target computer

Evolutionary (individuals) est driver on target system
i : A
Aleorithm Evaluation
orttm’ [P |

execution times
(objective values)

Recombination

software module

Test results: »  Comparison with specified
worst-case and best-case timing constraints, if necessary
values of execution time error correction by developer

Figure 2:  Scheme of evolutionary testing for temporal correctness

3 Application of Evolutionary Testing

Over the last three years many experiments involving evolutionary testing were carried out at DaimlerChrysler, Research
and Technology. In this paper we describe results from two application fields:

o The first test object is the bubblesort algorithm with 30 lines of code and 500 parameters. This example system was
used for examining the optimization algorithms and for finding appropriate evolutionary parameters. Because of the
algorithmic simplicity of the system, the minimum and maximum execution times could be easily calculated (fully
sorted list and list sorted in reverse order). The execution times were measured in processor cycles using Quantify.
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e The second test object is a motor control system. It contains several modules which have to fulfill timing constraints.
These modules were tested on the target processor later used in the vehicles. The execution times were measured by
means of hardware timers.

3.1 Test of the bubblesort algorithm

In order to find the longest and shortest execution times, the example system bubblesort may be solved as parameter optimi-
zation problem or as on ordering problem. A combination of both methods is possible as well (use of multiple strategies, see
section2.2). Which of the algorithm variants or which combination is best suited for the solution of this problem was de-
rived by the results of different optimization runs using multiple strategies and competition between these strategies.

The following operators were used for the solution:

¢ 300 individuals (6 subpopulation with 50 individuals each) over 1000 generations (normally we would use more in-
dividuals for a problem with 500 variables. However, more individuals would extend the optimization times to more
than one day),

e Selection: stochastic universal sampling, generation gap of 0.9,

e Recombination: double point and discrete recombination,

e Mutation: integer mutation and exchange/swap mutation, each with a mutation range of [0.2, 0.02, 0.002] and a mu-
tations precision of 16,

e Migration: 20% every 20 generations,

e Competition (resource distribution) between subpopulation every 5 generations, competition rate of max. 5% ofthe
worst individuals of the subpopulation, subpopulation minimum of 17 individuals.

The recombination operators are equally well suited for this problem. The largest differences are constituted by the mutation
operators. The integer mutation changes variables at their actual position inside the individual. Just the value of this variable
is more or less changed. By using different mutation ranges the size of these mutation steps can be adjusted. This outlines
the kind of search: a large mutation range produces large mutation steps and leads to a rough search, a small mutation range
conversely to a fine search. The mutation precision defines the distribution of the mutation steps inside the mutation range.

The exchange or swap mutation exchanges the values of two variables inside one individual. Thus, not the variable values
are changed, but the position inside the individual where these values appear. The mutation range predetermines how large
the maximum distance between the variables to be exchanged is; similar to the integer mutation. The exchange mutation is a
simple mutation operator for ordering problems that seemed appropriate for the bubblesort problem.

The following diagrams show the results of one of the many optimization runs of the bubblesort system. A search for the
minimum execution time was carried out.

Best objective values

10’ T - variables best indiv. X 10*
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objective value
number of variable
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generation generation

Figure 3: Results of bubblesort optimization; left: objective value of the best individual during all generations (convergence dia-
gram); right: variable values of the best individual over all generations

Figure 3jshows the course of the objective values of the best individuals during all generations (left diagram). The logarith-
mic sca:‘h'ng shows clearly, that in generation 760 the optimum was reached. A sorted list with 500 entries was derived, con-
trolled only by the execution time. Afterwards, the variables of the best individuals (right diagram) show only small changes
which have no effect on the execution time.
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In this example we used multiple strategies and competition between these strategies. During the analysis of the results we
wanted to answer the question which of the used mutation operators and the accompanying parameters were well-suited for
this problem. The analysis uses the two diagrams in figure J,I,E ranking of the subpopulation (left diagram) and relative size of
the subpopulation (right diagram).

When looking at the ranking of the subpopulation (figure E4]1eft), a low rank characterizes a successful subpopulation (and
thus a successful strategy). During the shown run, subpopulation 4 and 6 were equally successful until generation 350. Later
on, subpopulation 4 was more successful than all other subpopulation. Beginning with generation 760, subpopulation 6 was
more successful, but at this point the run had already reached the optimum. The ranking of the subpopulation corresponds
with the size of the subpopulation. Until generation 350, subpopulation 4 and 6 have more or less the same amount of indi-
viduals. From then on the size of subpopulation 4 grows up to the maximum value.
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Figure 4: Results of bubblesort optimization, comparison between multiple strategies; left: ranking of subpopulation, right: size of
subpopulation

From these results could be derived that the search strategies of subpopulation 4 and 6 are best suited for the solution of the
bubblesort system. Subpopulation 4 and 6 use swap mutation with middle and small mutation steps (mutation range of 0.02
and 0.002) respectively.

In a following optimization run we employed this result. We used only two subpopulation with the above strategies (swap
mutation with middle and small mutation range). The number of individuals per subpopulation was set to 75, thus only 150
individuals were used. The optimum was found after 1050 generations. However, as we used fewer individuals, the overall
number of objective function calls was much lower: 140.000 (1050 generations times 135 individuals per generation) func-
tion calls for the second test run compared with 200.000 (760 times 270) objective function calls for the first test run with 6
subpopulation. Accordingly, the overall computation time was much lower (16 hours compared to 24 hours before, 99% of
this time were used by the objective function evaluations).

3.2 Test of the motor software modules

The test of the motor software modules could be carried out on the target system. Thus, the time needed for the objective
function call was much lower (30-50 seconds per generation, nearly independent of the number of individuals to evaluate).
Because of the lower number of module parameters (variables of the Evolutionary Algorithm), an optimization run needed
just 50 to 100 generations to reach a good result.

For the application of the results derived from the optimization runs with the bubblesort system, we used multiple subpopu-
lation and employed different strategies and competition between subpopulation. Since the software modules of the motor
control system are parameter optimization problems (and not ordering problems) we used parameters best suited for parame-
ter optimization (discrete recombination and integer mutation with multiple ranges). The other parameters are similar to the
one used for the solution of the bubblesort system.
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The results of some of our optimizations are shown in table ::1; For these systems we just report the found maximum execu-
tion time, because only the worst-case execution time is of importance for the correct functioning of the motor control sys-
tem.

For the motor software modules the maximum execution times are not known for sure. Therefore, the results of evolutionary
testing were compared to the maximum execution times determined by the developers with systematic testing. These values
are shown in table g]in the third column labeled developer test.

max. execution time in Us
module name | evolutionary testing | developer test | lines of code | module parameters
module zr2 69,6 Us 67,2 Uus 41 18
module t1 120,8 us 108,4 us 119 138
module mc1l 112,0 us 108,4 s 98 17
module mrl 68,8 Us 64,0 us 81 32
module k1 59,6 Us 57,6 Us 39 14
module zk1 58,4 us 54,0 us 56 9

Table 1:  Maximum execution times of motor control software modules determined by evolutionary and systematic testing

A comparison of the results between developer test and evolutionary test showed that evolutionary testing found longer exe-
cution times for all the given modules. This is especially astonishing, because the Evolutionary Algorithm treats the software
modules as black boxes.

If these promising results can be established during further optimizations, the developers of real-time software modules
would gain an efficient tool for the determination of minimum and maximum execution times for their software modules. A
lot of former testing by hand could be carried out automatically by evolutionary testing. The received results should be as
good or better.

4 Concluding remarks

The correct functioning of real-time systems depends critically on their temporal correctness. Testing is the most important
analytical method for the quality assurance of real-time systems.

In various experiments, evolutionary testing has been successfully applied to search for the longest and shortest execution
times of real-time programs in order to check whether they violate specified timing constraints.

Evolutionary Algorithms show considerable promise in testing and validating the temporal correctness of real-time systems,
and further research work in this area should prove fruitful. However, more work is still needed to find the most appropriate
and robust parameters for evolutionary testing, so that the extreme execution times can be detected efficiently and with a
high degree of certainty in practical operation.

However, the use of evolutionary algorithms alone is not sufficient for a thorough and comprehensive test of real-time sys-
tems. A combination with existing test procedures is necessary to develop an effective test strategy for embedded systems. A
combination of systematic testing and evolutionary testing is promising E_2:3-_]-_:

If the evolutionary search does not start with a randomly generated population, but with a set of test data systematically de-
termined by the tester, the disadvantage of evolutionary algorithms, namely that they might not find certain test relevant
value combinations, can be compensated for. Moreover, evolutionary testing benefits from the tester’s knowledge of the pro-
gram function or structure.

In future, it is also intended to examine the combination with static analyses more closely ﬁi_]-_: By combining both ap-
proaches, the area in which one finds the extreme execution time of the system can be closely defined, e.g. static analyses
give an upper estimate for the maximum execution time and testing gives a lower estimate for the maximum execution
times.
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